Training course outline for “Railway Operational Risk Management”
時 間：112年9月14日至11月29日上午09:00 - 12:00（一週一次，每次3小時）地 點：027館108室
	
	日期
	課程內容
	Learning Objectives

	S1
	112/09/14（四）
	Fire Safety Engineering Principles and Applications
	This session provides participants with a strong foundation in fire safety engineering principles and practical applications, covering essential areas such as fire science, fire safety management, fire protection strategies, fire detection and suppression systems, and manual fire suppression techniques.

	S2
	112/09/20（三）
	From Qualitative to Quantitative Fire Risk Assessments
	This session emphasizes the understanding of qualitative fire risk assessments, integration of qualitative and quantitative approaches in nuclear power plant risk assessments, familiarity with fire modelling techniques, and critical evaluation of the strengths and limitations of both assessment methods.

	X
	112/09/27（三）暫停一次 

	S3
	112/10/04（三）
	Railway Fire Risk Analysis 
	This session expands your fire risk assessment knowledge to include railway systems, understand unique fire hazards, evaluate consequences, explore fire life safety measures for railway environments, and gain insights into fire risk analysis for railway tunnels.

	S4
	112/10/11（三）
	Decision Analysis and Cost/Risk-Benefit Evaluation 
	This session emphasizes the development of skills in decision analysis, cost-risk benefit evaluation, and their application in fire safety management. Participants will learn to evaluate and compare alternative actions, conduct cost-risk benefit assessments, apply decision analysis tools, and enhance their critical thinking and communication skills for informed decision-making in fire safety.

	S5
	112/10/18（三）
	Security Analysis, Crisis Management, and Emergency Response for Transit Operations
	This session includes developing a comprehensive understanding of security analysis, crisis management, and emergency response specific to transit operations. Participants will gain the knowledge and skills to protect transit systems, effectively manage crises, plan for emergencies, and continuously improve security measures and response protocols.

	[bookmark: _GoBack]X
	112/10/25（三）暫停一次 

	S6
	112/11/01（三）
	Cybersecurity in Transportation Systems
	This session addresses the understanding of past cybersecurity incidents, concepts, principles, common measures, certification programs, standards, good practices, and risk assessment in the context of cybersecurity for transportation systems, with a specific focus on railway systems.

	S7
	112/11/08（三）
	Safety Integrity Assessments for Rail Transportation 
	This session focuses on understanding the basics of SIL assessments, international standards, practical assessment methods, and real-world examples. 

	S8
	112/11/15（三）
	Safety Assurance and Corporate Safety Governance
	This session covers a wide range of topics, including the three lines of defense, ESG integration, corporate governance frameworks and standards, safety assurance standards and good practices, safety case methodologies, and the application of RM3 and the Bradley Curve to enhance safety culture. 

	S9
	112/11/22（三）
	Railway Accident Analysis and Lessons Learned
	This session covers key aspects of railway accident analysis and lessons learned, including accident modelling and investigation techniques, examination of past accidents, focusing on specific accident types, and extracting valuable lessons for enhancing railway safety practices. 

	S10
	112/11/29（三）
	Human Factor Engineering in Transit Operations 
	This session covers various aspects of human factor engineering in transit operations, including the study of past human accidents, understanding human factor model concepts and principles, applying human factor engineering in railways, and exploring good practices for integrating human factor considerations in transit operations. 




Intended Learning Outcomes

S1- Fire Safety Engineering Principles and Applications
At the end of the session, participants will be able to:
 
Understand the essential principles of fire science, including fire behavior, combustion processes, heat transfer mechanisms, fire dynamics, and basic extinguishment methods.
Apply fire safety management concepts, strategies, and practices, including developing emergency plans, and implementing effective evacuation procedures.
Identify common fire protection strategies used in buildings, such as passive fire protection measures (e.g., fire-resistant construction materials), active fire suppression systems (e.g., sprinklers), compartmentalization techniques, effective means of egress, and the use of fire-resistant structures.
Describe the basic principles of fire detection and suppression systems, including the role of smoke detectors, heat detectors, sprinkler systems, and other advanced fire suppression technologies.
Understand the principles and practices of manual fire suppression techniques, and the importance of timely response before the arrival of the fire brigade.
 
This session provides participants with a strong foundation in fire safety engineering principles and practical applications, covering essential areas such as fire science, fire safety management, fire protection strategies, fire detection and suppression systems, and manual fire suppression techniques.

S2- From Qualitative to Quantitative Fire Risk Assessments
 At the end of the session, participants will be able to:
 
1. Understand the principles and methodology of qualitative fire risk assessments commonly employed by fire engineers. This includes acquiring knowledge in fire safety inspection techniques, accident investigation methods, basic fire safety assessments for buildings, fire hazard identification and categorization, consequence assessment, risk ranking, and interpretation of qualitative fire risk assessment results.
Gain knowledge of quantitative fire risk assessments utilized in nuclear power plant probabilistic risk assessment (PRA) and comprehend how qualitative and quantitative assessments can be integrated to conduct comprehensive fire risk analysis in nuclear power plant risk assessments.
Become familiar with fire modelling techniques and uncertainty analysis in nuclear power plant fire PRA, including understanding computer modelling concepts applied to assess and manage fire hazards in high-risk facilities.
Evaluate the strengths and limitations of both qualitative and quantitative fire risk assessment methods. Recognize the advantages of qualitative assessments in providing a holistic understanding of fire risks, considering factors beyond probabilities and consequences. Understand the benefits of quantitative assessments in quantifying probabilities and consequences for more precise risk management and informed decision-making.
 
This session emphasizes the understanding of qualitative fire risk assessments, integration of qualitative and quantitative approaches in nuclear power plant risk assessments, familiarity with fire modelling techniques, and critical evaluation of the strengths and limitations of both assessment methods.
 
S3- Railway Fire Risk Analysis 
 At the end of the session, participants will be able to:
 
1. Expand the knowledge gained from previous workshops by applying fire risk assessment principles to railway stations, rolling stock, and tunnels. Understand the unique fire hazards, consequence assessment, and risk ranking specific to each of these railway components.
Explore advanced fire safety measures and strategies for mitigating fire risks in railway stations, rolling stock, and tunnels. Gain insights into fire detection and suppression systems, evacuation procedures, compartmentalization, and fire-resistant materials.
Integrate the principles of qualitative and quantitative fire risk assessments learned in previous workshops with the railway-specific context. Apply these assessment methods to conduct a comprehensive fire risk analysis for tunnels, considering factors such as passenger density, operational constraints, and structural considerations.
  
This session expands your fire risk assessment knowledge to include railway systems, understand unique fire hazards, evaluate consequences, explore fire life safety measures for railway environments, and gain insights into fire risk analysis for railway tunnels.
  
S4- Decision Analysis and Cost/Risk-Benefit Evaluation 
 At the end of the session, participants will be able to:
 
1. Develop a comprehensive understanding of decision analysis techniques. Learn how to evaluate and compare alternative courses of action, considering trade-offs and decision criteria and using simple decision analysis techniques such as payoff tables and decision trees. 
Understand and apply the Analytic Hierarchy Process and cost/risk-benefit analysis.
Apply decision analysis tools and techniques to real-world fire safety scenarios. Practice analyzing complex decision problems, considering multiple objectives, constraints, and uncertainties, and develop the ability to make informed decisions based on cost-risk benefit evaluations in railway settings.
Gain the ability to effectively communicate the results and implications of cost-risk benefit evaluations to stakeholders, supporting evidence-based decision-making and resource allocation in fire safety planning and implementation.
Develop the skills to perform cost-risk benefit analysis specifically tailored to railway fire safety. Evaluate the costs associated with fire protection measures for stations, rolling stock, and tunnels, and assess the potential benefits in terms of risk reduction, passenger safety, and operational continuity.
  
This session emphasizes the development of skills in decision analysis, cost-risk benefit evaluation, and their application in fire safety management. Participants will learn to evaluate and compare alternative actions, conduct cost-risk benefit assessments, apply decision analysis tools, and enhance their critical thinking and communication skills for informed decision-making in fire safety.

S5- Security Analysis, Crisis Management, and Emergency Response for Transit Operations
 At the end of the session, participants will be able to:
 
1. Develop a comprehensive understanding of security analysis for transit operations. Learn how to identify potential security threats, assess vulnerabilities, and devise effective security strategies to protect transit systems and passengers.
1. Acquire knowledge and skills in crisis management specific to transit operations. Explore crisis communication, incident response coordination, and decision-making under high-stress situations to ensure effective and timely responses to emergencies.
1. Understand the principles and good practices of emergency response planning for transit operations. Learn how to develop and implement emergency response plans, including evacuation procedures, emergency drills, and resource allocation to mitigate risks and ensure passenger safety.
1. Enhance the ability to evaluate and improve security measures, crisis management protocols, and emergency response plans for transit operations. Gain the skills to conduct security audits, assess the effectiveness of crisis management strategies, and identify areas for improvement to enhance overall transit system resilience.
 
This session includes developing a comprehensive understanding of security analysis, crisis management, and emergency response specific to transit operations. Participants will gain the knowledge and skills to protect transit systems, effectively manage crises, plan for emergencies, and continuously improve security measures and response protocols.
 
S6- Cybersecurity in Transportation Systems
 At the end of the session, participants will be able to:
 
1. Understand the importance of cybersecurity in transportation systems, particularly in the context of railway systems, by examining past incidents and their consequences. Analyze notable cyber-attacks on railway systems to gain insights into potential vulnerabilities and impacts on operations, safety, and passenger trust.
1. Gain a comprehensive understanding of the concepts and principles of cybersecurity as they apply to railway systems. Explore topics such as threat modelling, risk management, access control, encryption, intrusion detection systems, and incident response to build a strong foundation in cybersecurity practices for transportation systems.
1. Explore common cybersecurity measures and best practices specifically tailored to railway systems. Learn about network security, system hardening, secure communication protocols, employee training, security audits, and incident reporting mechanisms to develop a robust cybersecurity framework for railway operations.
1. Develop familiarity with international and US standards and certification programs related to cybersecurity in transportation systems. Gain knowledge of relevant standards and frameworks, such as ISO/IEC 27001, NIST Cybersecurity Framework, and specific railway industry standards, to ensure compliance and alignment with industry best practices in cybersecurity.
 
This session addresses the understanding of past cybersecurity incidents, concepts, principles, common measures, certification programs, standards, good practices, and risk assessment in the context of cybersecurity for transportation systems, with a specific focus on railway systems.
 
S7- Safety Integrity Assessments for Rail Transportation 
 At the end of the session, participants will be able to:
 
1. Understand the basics of Safety Integrity Level (SIL) assessments in rail transportation. Learn about the purpose and principles of SIL assessments, including how they help reduce risks and ensure safety in railway systems.
1. Familiarize yourself with international standards and guidelines related to SIL assessments for rail transportation. Explore standards like IEC 61508 and IEC 61511 and understand their requirements and how they apply to determining SIL levels in railway components and systems.
1. Learn practical methods for assessing and verifying SIL levels in rail transportation. Develop the skills to perform SIL assessments, use appropriate assessment methods, and make calculations to determine the required safety levels for different railway components.
1. Explore real-world examples and best practices of SIL assessments in rail transportation. Analyze case studies and successful projects to understand how SIL assessments are implemented in practice, the challenges involved, and strategies for achieving and maintaining the right SIL levels.

This session focuses on understanding the basics of SIL assessments, international standards, practical assessment methods, and real-world examples. 

S8- Safety Assurance and Corporate Safety Governance
 At the end of the session, participants will be able to:
 
1. Understand the significance of safety assurance and corporate safety governance within organizations, including the three lines of defense approach. Explore key concepts such as risk management, safety culture, and the integration of ESG principles into corporate governance frameworks. Analyze safety assurance standards, good practices, and the pros and cons of safety case methodologies.
1. Gain insights into corporate governance frameworks, standards, and guidelines related to safety assurance and ESG. Familiarize yourself with established frameworks such as ISO 45001, OSHA guidelines, and relevant ESG frameworks. Understand how these frameworks can be applied to enhance safety assurance, governance, and the integration of environmental and social considerations.
1. Develop the skills to assess and improve safety assurance through the application of safety standards and good practices. Learn how to implement safety assurance standards, conduct safety audits, and utilize methodologies such as RM3 and the Dupont model for assessing and enhancing safety culture within organizations.
1. Explore the role of the safety case approach in safety assurance and governance. Understand the benefits and limitations of safety case methodologies, and how they can be effectively utilized to demonstrate safety assurance and compliance. Analyze practical examples and case studies to better understand the application and impact of safety case methodologies.
 
This session covers a wide range of topics, including the three lines of defense, ESG integration, corporate governance frameworks and standards, safety assurance standards and good practices, safety case methodologies, and the application of RM3 and the Bradley Curve to enhance safety culture. 

S9- Railway Accident Analysis and Lessons Learned
 At the end of the session, participants will be able to:
 
1. Understand the principles and methodologies of accident modelling and investigation in the railway industry. Learn about common accident investigation techniques, such as the Swiss Cheese Model, Root Cause Analysis, and Bowtie Analysis, to identify contributing factors and underlying causes of railway accidents.
1. Analyze past railway accidents and their case studies to gain insights into their causes, consequences, and lessons learned. Explore notable incidents, including level-crossing accidents, rail-road collisions, derailments, and other relevant cases. Examine accident reports and investigations to understand the factors leading to these accidents and the resulting safety implications.
1. Focus on specific types of accidents, such as level-crossing accidents and rail-road collisions, to understand their unique characteristics, causes, and preventive measures. Study case studies and best practices related to these accidents, including engineering solutions, signaling systems, public awareness campaigns, and policy interventions, to minimize the occurrence and severity of such incidents.
1. Extract and analyze lessons learned from past railway accidents to improve safety practices and prevent future incidents. Explore organizational, operational, and technical lessons derived from accident investigations, and identify strategies for implementing effective safety measures, risk assessments, emergency response plans, and continuous improvement processes within railway systems.
 
This session covers key aspects of railway accident analysis and lessons learned, including accident modelling and investigation techniques, examination of past accidents, focusing on specific accident types, and extracting valuable lessons for enhancing railway safety practices. 

S10- Human Factor Engineering in Transit Operations 
 At the end of the session, participants will be able to:
 
1. Understand the significance of past human accidents in transit operations and their impact on safety. Analyze case studies and incidents to gain insights into the role of human factors in accidents, the consequences of human error, and the importance of mitigating human-related risks in transit operations.
1. Familiarize yourself with human factor model concepts and principles. Explore key models for the Human Factors Analysis to understand the interaction between humans, technology, and organizational factors in transit operations. Learn how to identify and address human factors issues to enhance safety and performance.
1. Explore the application of human factor engineering principles specifically in railway systems. Understand the unique challenges and considerations in railway operations and how human factors can impact safety, efficiency, and passenger experience. 
1. Gain knowledge of good practices for integrating human factor engineering into transit operations. Learn about effective strategies for training and education, ergonomic design, workload management, communication systems, fatigue management, and human-machine interface design. 
 
This session covers various aspects of human factor engineering in transit operations, including the study of past human accidents, understanding human factor model concepts and principles, applying human factor engineering in railways, and exploring good practices for integrating human factor considerations in transit operations. 
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